
ts.C.A. (Part-tlI) S€me!ter-\' Rraminalion

NEl'WORK SECURITY

l,apcr-5ST2

lime: Three Iloursl

: (l) All queslions are compulsory.

(2) Allquestions carq' equal marks.

(a) Lxplain sccurity mechanism.

(b) Explain activc and passive attacks with its security threats

OR

E\plain OSI securiR' archilccturc.

Explain transposition technique of Encrlption.

Lxplain cipher block chaining.

Explain the opcratiod ofDES.

OR

Describe the concept of block cipher and stream cipher.

Explain the concept ofdiffusion and confusion.

What is tcsting of primality ?

What is Iiuclidear algorithm ?

Define and explain with an example ofmodular arithmetic.

OR

Wrile any thrcc differences betyeen index and discrete algorithm

what is prime number I Explain.

Statc and prove Eulcr's theorem.
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\\;hat .haraclerislics are needcd in sccurc hash lunction ? 6

l)ifferentiale ber*een converrlional and public key encr,yption. 6

OR

What is need ofmessage authentication ? Explain message authentication codc in briel'. 6

\\lite importance and properties ofdigital signaturc. 6

Explain transport layer securiry 6

Explain various sen'iccs providcd b]'IP sccurit) 6

OR

I-xplain thc tbllo\\ing rerms :

(l) Fireuall

(2 ) Vlruses

(-l) Threats. 6

llxplain pretr)'good prir'acv in L-mail sccu r;. 6
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