
AV-r E35

B.Sc. (Part-III) Semester-Vl Examination
6S.TORENSIC SCIE\CE

(Digilal atrd Cyber }.orensics)

f ime : Th-ree Ilours] lMaximum N'larks

Notc :-(l) AII questions are compulsory.

(2) Q. No. 1 carries 8 marks and remaining quostions carry 12 marks cach

(l) Drau'neat and well labelled diagrams wherever necessary.

I. (A) Fill in the blanks :

(i) Cnoglc is an

(ii) Ubunly is an..... open source operating system.

(in)..........................-.....-..isthepartofcomputertharyoucanseeandtouch.
(iv) Bluetoolh is a....................-.............. communication media.

@) Choose con'ect a)temative from the foliowing :

' (i) DNS stands for :

(a) Domain Number System

(b) DecimalNumberSystem
(c) I)omain Name System

(ii) ALU is a componcnt of:
(a) Clenhal Processing Unit

0) Central Logic Gate

(c) Central Public Unit
(iii) F IP stands for :

(a) file Tele l'rogram
(b) l-ull Trtrnsfer Protocol

(c) liile'IransferProtocol
(iv) WWW stands lor :

(a) Wbrld Wholc Web

Q) Wide World Web

(c) World Wide Web

(C) An-srver in onc scntence :

(i) Whal is digital signature'l
(ii) What does Encr)'pton mean ?

(iii) CIA stands for ?

(iv) What is Gutslak meant b)' ?

2. (a) Describe operaling system and its lypc in delail.

(b) W1lat is c1'ber crimc and explain its four typcs.

OR
3. (p) Explain scourity model CI.^. triad in detail.

(q) Diflercntiate betwecn Digital and Physical evidences in detail with examples.
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J (a)

(b)

(c)

nxplain lR rne$odoiog,\ rn detiril. I
l)csc bc Coroner's toolkit. 4

Ilxplain holv to invesliSatc incident in detail. 4

oR
Dcsoribc t;TK in hriei. 1

What is disk imaging I Also cxplain how to make disk image ? il

Whdt is incjdcnt responsc and give steps !o handle iDcidert most c: lectivel)' 1 4

Describe evideoce collcction in brief. 4

Explain ho$ 1(} obtairl bit stream trackup ofhard driYe. 4

Gir,< advantages and dlsadvantirges olgeieral biomehic system l
OR

What is file s) stern ? Cii\'e its data slructure. 1

Describe larious rypes of biometric mcthods. 4

Expluin in briefrvhat rnakes biomctric dificult. 4

Give computcr ethics and application programms in dara and cvidence recovery. 6

Explain how to recovcr srvap files and temporary files. l
Descibe formatted parlition rccovery. 3

OR

Dcscribc data rcco\ cry procedure. 4

Explain Encise f'orensic lldition. 4

l)escribc docume[t a 'chain of cuslod)' ir detail. .1

Dcscribc crptographic alrplirations. 4

Explain Ssl-sccure ir delail. 1

E\plaix lrrnail irvestigatio! in detail. 1

OR

F\plaiil the tcrm F-nolption and give its ilcthod. 4

Exptail pass$ord cracking in detail. 4

txplailr clectronic transaction I
Explain the co cepr ol e-eo\,crnairc,r in dctail arrd me ion rarious sL:rges ofe-govomance.

8

Give notablc features o1 l I \ct 2008. 4

OR
Describc recognition and vcrificalion oi digital signature !!,rd penalties under I f Act 2000.

6

\\rritc in bdefcmerging trcnds in Intbrlnalioo lechnolog) La\\'. 6
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