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Notes l. Due credit will be given to neatness and adequate dimensions-
2. Assume suitable data wherever necessary.
3. Illustrate yorr answer nccessary with the help ofncat sketches.
4. Llse ofpeh Bluc/Black ink/refill only fbr writing the amwer book.

a) F,xplain in brief:

i) Accoss control

ii) Denial ofservice

iii) Availability

iv) Data Integriry

v) Masqueradc

vi) Data confidentiality

vii) Non repudiation

h.) Explain in dclail model lor nel$ork s.curit]'.

OR

a) Explain securitv llechanisms in detail.

b) State and explain various t)?es ofattacks in dotail.

a) State and explain the structurc and working ofDiftie - Hell'nan key exchange algorithm

b) whar is KDC.' Explain lhe role and \rorkints of KDC.

OR

a) Describe the model for public key cryptography.

b) F.xplain the structure and working ofRC.l algorithm.

a) What is Kerberos? What are advantages ofKerberos 5 ovcr version 4?

b) Explain the struciure of X 509 Aulhenticadon cefiificates.

OR

a) Explain the meaning and working ofPGP in detail.

b) What is MIME? Explain flnctions of S/MIME.
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67 a) Explain lPsec archite(ure alonS \'ith its applicalions.

b) Describe the role ofhandshaking protocol in SSL and erplain rctions in detail

OR

a) W}lat is web securily: Fxplain its need and rcquirenlenls.

b) Explain the structurc and worLing ofIPv4.

a) Describe view ba-sed access c(,nt.ol in detail.

b) Dist;n!:uish bctvreen SMI and \{lB.
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I l. Describe the meaning of \irus.rlorgl \rith its pans. Explain the phases oi'opcration ofa
\ irus.

10. a)

b)

a)

b)

11,. a)

b)

OR

Explain the basic con.ept oI SNMP along with SNMP protocol architeclure

Explain USM mcq(age proec"sing m(chrnirm.

What is i rusion doloclion'l llxplain various approaches to intrusion delection

()R

What is fire$all? State and e\llain !arious tr'pes offire*all.

wl|at arc the various r,l]lnerabilitjes ol pilssword?
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