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NoLcs 1- Al) qucstion carry equal maLrks.

2. Duc credit rvill be givcr 1o neatness urd adcquatc l)imensions.
3. Illustratc vour ans\r€r necessary \ ith thc help ofneat skctches.
4. L sc ofpcn BIue/BlacL inkrrefill only frrr wriling book-

a) List and dcfine calcgorics ofactive and passive security attacks?

b) Exploin in hriefthc Netuork Secu ty Model?

()lt
a) Explain:-

i) Authcntication

ii) Dataconfidentiality.

b) $'tat is R|C l Explain the function of

i) rErf

ii) IESC

3. a) Explain thc structure and lyorking ofDlrs algoritixn

b) Explain the conccpt ofdigital signatulc'l

OR

a) Explain:-

i) Cryplographl'

ii) Cryptanalysis

b) \\llat is thc role of Kel' Distribution Center? Ilxplain il's \lorking.

a) What is PCP? What arc the principal scnices flovided by PGP?

b) What is Kerberos? State and explain thc working ofl(erberos.

OR

a) Explain the slructurc and functio[ ofX.509 authentication certificates

b) Whal is SiN'flME? [xplaill thc functir]nality of S/\4IME
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1 a) What is ll'scc'.'}hplain it's architeclur3.

b) What is Wub sccurily? Desc be fi(j diflerent types ofthreats on the l\'eh.

OR

i) llxplain handshake prok)col in SSL. r\lso explain it's action

h) Explain the slructule and \\'orking oflP\'.1.

a) $tat is SNMP'I \\'hat arc thc scvcn message t)pcs uscd by SNMP? Explain it.

b) What is Proxvl l)escribc il's ncctls altl scrviccs.

OR
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I0. .1) Dcscribc thc ruchitccture of S\\,lPrl

b) \\,.}rat is thc role ofN{lB in netrvork nrirnigcmenl'.)

Il. r) WhatisVirus'l\\rhalarethc\\,a)s(,lclessil].ingviruscslIlxplainthenrindcteill

b) \\hat is l-ireu all .'j Explair packut l"illcring fire\r all in detaill

OR

12, 
^) Describc the conoL'plof

i) Intluders

ii) \\'omrs

ir) Spr ware

Lr) What is Intrusion detecTjorr? Ilxflnin vlrrions approushcs to iotrusion detectior)
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