
Ay 2210
M.Sc. (Part-II) Semester-Iv (CBCS pafiern) Examinatiotr

COMPUTER SCIENCE
Paper 4 MCS 3 (N€twork Securig-')

'lime : Tluoe Iloursl [Miuimum Marks : g0

N,B, ;- (l) Illustale youl answers with the hclp ofsuitable examples/diagrams whereycr necessary.
(2) Assume suitable dala wlrercver necessary.

l. (A) Explain Legal issues ofcryTJrogmphy. 6
(B) State and cxplain diFfcrent types ofNetwork attacks. 8

OR
2. (A) Explain multilevel model of sccurily. 8

@) Explain :-
(i) Authorization

(ii) lempest. 6
l. (A) What is plaintcxt and Cipher text ? Explain breaking an cncryption soheme in detail. 8

@) Wlat is sesrct key cry?tographic algorithm ? Explain. 6

OR
4. (A) What is public key oryptographic algorithm ? Explain. 6

@) Explain Advanced llncryption standard algorithm in detail. 8

5. (A) What is lrusted [ntermediaries ? Explain. 7

(B) What is address based authentication ? Ilxplain. 6

OR
6. (A) What is Mediatcd Authentication ? Explain. 7

(B) What is login-onl,y securit) handshale pilfall 'l Explain. 6

7. (A) What is ticket Liletimes ? Explain. 7

@) Explain :

C, Au$(nti(ationHeailcr
(ii) Ercapsulating Securir)- Header. 6

OR

8. (,A.) What is IP and lPv6 ? Exptain. 7

(B) What is Kcrbcros ? Explain. 6

9. (A) What is prct| Good Privacy ? Ilxplain. 6

(B) How E-mail security can be achievcd ? Explain. 1

OR

10. (A) Explain:
(i) Dishibution list

(ii) Message lntegrity. 6

(B) W-hat is PEIU ? Explain structure ofPEM mcssage. '7

I l. (.{) Shat js packct filter ? Lxplain. 7

(B) What is rolc ol'cookies in tracking user ? Explain 6

oR
12. (A) Explain security ofNe1\'are V4. 7

@) What is \!'eb Sccurit) ? Explain. 6
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